Recent
Scam Alert
WHAT YOU NEED TO KNOW

There has been a reported surge in calls and text messages to customers nationwide with alleged messages claiming to be from
the individual's actual ﬁnancial institution, creating a realistic panic for people who think their bank account is in jeopardy and
they need to correct the problem immediately. This is a ploy to get personal information.

Never assume someone is who they purport to be just because the number displayed on your caller ID matches
that of an organization you know.
Scammers urge consumers via text message or voicemail to call an unfamiliar phone number provided or send a fake link
to login into their online account. If called, thieves request that consumers repeat back personal bank information, such as
account number, PIN number or even social security number to verify their identity. In some cases, the scammers already
know the account number, which lends a false sense of trust.
What Can I Do? Verify that there is an issue. The Pittsﬁeld Cooperative Bank will never ask you for personal information.
If you get a phone call claiming to be from the Pittsﬁeld Co-op or another bank claiming your account has been compromised,
hang up and call back. The Pittsﬁeld Co-op number is: (413) 447-7304. We will be happy to assist you.
Never give personal information to unsolicited callers. Regardless if your bank, cable provider or utility company calls your
home, never give your personal information “to verify” your identity. If it doesn’t seem right, hang up and call the company
back at the number you know is right and not a number the caller gives you.
Be cautious of links sent via text. Scammers could send a link to a look-a-like site, mimicking the consumer’s online banking
portal. After entering your login information, the scammers then have access to your accounts online. Check the URL or visit
your bank’s website (pittsﬁeldcoop.com) from another source – not by clicking through a link sent via text.
We will never request your personal information such as your account number, PIN number, or Social Security Number. The
Pittsﬁeld Co-op does have trained specialists watch for suspicious debit card transaction activity. When a transaction is not
consistent with your usual patterns on your debit card transactions, you will get a call from “Fraud Prevention Services”
to verify the authenticity of your card transactions only. No personal information will be requested, only veriﬁcation of recent
debit card transactions. This is to prevent fraudulent debit card use.
As always, please contact us at (413) 447-7304 with any questions or concerns.
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